C KaXxapIM TOJIOM MOJIOJICKH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIIKOJIBHUKHT
OJIHU W3 CaMbIX aKTMBHBIX MOJib30BaTener Pynera. Mexnay tem, mnoMUMO
OTPOMHOTO KOJINYECTBA BO3MOKHOCTEU, UHTEPHET HECET U MPOOJIEeMbI. JTa
IaMsITKa JOJKHA IIOMOYb TeOe Oe30IMacHO HaXOAUThCS B CETH.

KomnbrorepHbie BUPYChI

KoMIbroTepHbIil BUPYC - 3TO PA3HOBHIHOCTh KOMITBIOTEPHBIX MPOTPaMM,
OTJIIMYUTEIHHON 0COOEHHOCTHIO KOTOPOM SIBIISIETCSA CIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3ToMy, BUPYChl MOTYT IOBPEIUTH WU MOJHOCTHIO YHUYTOXHUTh
Bce (hailiibl ¥ TaHHBIE, TOJKOHTPOJIbHBIE TOJIB30BATENI0, OT UMEHU KOTOPOTro Oblia
3aIlyllleHa 3apakKeHHas IPOrpaMMa, a TaK)Ke NOBPEIUTh MITU 1aXKe YHUUTOKUTh
OIEPaIOHHYIO CUCTEMY CO BCEMU (pailiiamMu B 11es1oM. B OonblInHCTBE cilyyaes
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MCTOI[BI 3aIIUThI OT BpECAOHOCHBIX ITPOIrpaMM:

1. Mcnionb3yil COBpeMEHHbIE ONIEPAllMOHHBIE CUCTEMbI, UMEIOILINE CEPhE3HBIN
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. IlocTostHHO ycTaHaBIMBaW MayTH (LU(PPOBbBIE 3aMJIATKH, KOTOPHIE
aBTOMATUYECKU YCTAHABIMBAIOTCS C LIEJBIO JOPAOOTKU IPOrpaMMbl) U ApyTUe
OOHOBJIEHUS CBOEH onepalnoHHON cucTeMbl. CkauynuBail UX TOJBKO C
odurmanpHoro caira pazpadorunka OC. Ecnu cyiiecTByeT pexkum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PaboTaii Ha cBoeM KOMIBIOTEpE T0]T TpaBaMU TMOJIb30BATENS, a HE
aIMUHHUCTpPATOPa. DTO HE TTO3BOJHUT OOJIBIIMHCTBY BPEAOHOCHBIX MTPOTPaMM
VHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMITBIOTEPE;

4. Vcnionp3yit aHTUBUPYCHBIC MPOTrPAMMHBIE TTPOTYKThI H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYCCKUM OOHOBJICHHEM 0a3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Mcnonp3yil BHEIIHWE HOCUTEIN UH(DOPMALINH, TaKKue KakK (Ierika, TUCK UK
(aiin u3 uHTEpHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBaii KOMIBIOTEPHBIEC (Pailyibl, MOTYyYEHHBIE U3 HEHAC)KHBIX
MCTOYHUKOB. J{axke Te (aitpl, KOTOpbIE MpUCal TBOW 3HAKOMBIN. Jlydre yrounu
y HEro, OTIIPaBJIsiI JIU OH TeOe uX.

Cern WI-FI



Wi-Fi - 310 He BUJI niepeiaun JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIb OPESH]I,
Mapka. Eimie B 1991 roay Hunepnanackasi KOMIaHUs 3aperucTpupoBaa OpeHa
"WECA", uro o603Hauasno cioBocouetanue "Wireless Fidelity", koTopsrii
MepeBOUTCA Kak "OecrpoBOgHAsS TOYHOCTh'".

Jlo Hamrero BpeMeHH Jo1iia Apyras ab0peBuaTypa, KOTopas sBISETCS TAKOU e
TexHoJoruen. 1o abbpeBuarypa "Wi-Fi". Takoe Ha3BaHre OBLIO TaHO C HAMEKOM
Ha CTaHJIapT BbIcIIel 3ByKoBoM TexHuku Hi-Fi, 4To B nmepeBojie 03Ha4aeT
"BBICOKAsi TOYHOCTH".

Jla, OecrimaTHBIM MHTEPHET-A0CTYH B Kae, OTEIsIX U adpoIopTax sSBISCTCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0J1a B UHTEpHET. HO MHOTHE SKCIIEPTHI CUUTAIOT,
yTo olmenoctynusie Wi-Fi ceTu He aBIst0TCS O€30MaCHBIMU.

CoBeTbI 110 0€30MACHOCTH PadOTHI B 001IeT0CTYHBIX ceTax Wi-fi:

1. He nepenagaii cBoro JinuHyto nHdopManuio yepes oouenocrynusie Wi-Fi cetu.
PaGoTas B HUX, KeNnaTeIbHO HE BBOAUTH MAPOJIH JIOCTYIIA, JOTUHBI M KAKHE-TO
HOMeEpa;

2. Ucnonw3yit 1 OOHOBJISN aHTUBUPYCHBIE TPOrpaMMBbl U OpanaMayep. TeM caMbIM
Thl 00€30MacuiIb ce0sl OT 3aKaYKU BUpPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonszoBannn Wi-Fi otkmroun pynkuuto "O06muit focTyn k dainam u
npuntepam". JlanHast QyHKIUS 3aKphITA [0 YMOJTYAHHIO, OTHAKO HEKOTOPbIE
MOJIb30BATENM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIOJIb30BaHUs B paboTe min yueoe;

4. He ucnons3yit nyonuunsiidi WI-FI 1151 nepenayun IMYHBIX JaHHBIX, HAIPUMED
JUISL BBIXO/IA B COLIMAJIBHBIE CETH WIIM B JIEKTPOHHYIO TIOYTY;

5. Mcnonw3yit Tonbko 3amuineHHoe coeaquuenue uepes HTTPS, a ue HTTP, T.e.
npu Habope BeO-azpeca BBOAM UMEHHO "https://";

6. B moOuisHOM Tenedone otkimoun Gynkuio "Tlogkmouenue k Wi-Fi
apTomatnuecku'. He momyckail aBTOMaTH4ECKOTro MOAKIIOUYEHUS YCTPOUCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

CouuajbHble CeTH

CounasibHbIE CETH aKTUBHO BXOJIAT B HAITY KU3Hb, MHOTHE JIIOJIU pabOTalOT U
JKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUUIHApP,I YETIOBEK,
YTO SIBJISICTCSI OMHOM CebMOM BCEX JKUTENCH MmIaHeThl. MHOTHE MoJIb30BaTeIn HE
MMOHUMAIOT, YTO HH(pOPMAITUs, pa3MeIIeHHAs UMK B COITUATIBHBIX CETIX, MOXKET



OBITH HaﬁI[CHa 1 UCIIOJIb30BaHAa KEM YIrOAHO, B TOM YHCJIC HE 00513aTENIBHO C
OnaruMu HaMCPCHUAMMU.

OCHOBHBIC COBETHI IT0 0€30ITaCHOCTH B COLIMAJIBbHBIX CCTAX:

1. Orpanuub CIHUCOK Apy3eil. Y TeOs B APY3bAX HE JOJDKHO OBITh CIYYaWHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinaii CBOO YacTHYIO U3Hb. He yka3biBail maponu, TenedoHsl, aapeca,
JIaTy TBOETO POXKJICHUS U JPYTYIO JIMYHYIO HH(OpMAIUIO. 3II0yMBIIIICHHUKA
MOTYT MCIIOJIb30BaTh Jake MH(POPMAIUIO O TOM, KaK Thl U TBOU POJUTEIH
IUIAaHUPYETE IPOBECTH KAaHUKYIIbL;

3. 3amminai cBOO pEnyTaIMIo - IEPKH €€ B UUCTOTE U 3a7aBail cebe BOmpoc:
XOTeJ ObI Thl, YTOOBI APYTUE MOJIB30BATEIMN BUJIEIH, YTO ThI 3arpy>Kaeciiib?
[Toxymaii, mpesxJie 4eM 4TO-TO OMyOJIMKOBATh, HANIUCATH U 3arPy3UTh;

4. Ecny Tl TOBOPHIIB C JIFOJABMU, KOTOPBIX HE 3HACIIb, HE UCIIOIB3YH CBOE
peanbHOe UM U JPYTYIO JINYHYIO UH()OPMAIUU: UMSI, MECTO KUTEIbCTBA, MECTO
y4eObl U poYee;

5. U36erait pazmemienus ororpaduii B UnTepHeTe, rae Tl H300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPECIUTh TBOE MECTOTIOJIOKEHHE;

6. IIpu peructpainuu B COUUAIBHOM CETH HEOOXOAMMO UCIOJIH30BATh CIIOXKHBIE
MapoJIu, COCTOSIINE U3 OYKB U ITUGP U C KOJUYECTBOM 3HAKOB HE MEHee §;

7. 71t colMaabHOM CeTH, TTOYTHI M IPYTUX CAUTOB HEOOXOIUMO HCIOJIb30BATh
pasnble napoiu. Torna eciau Te0st B3IOMAIOT, TO 3TI0YMBIIUIEHHUKHY TOJIy4aT
JIOCTYII TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbIE IEHbI'H

DJIeKTPOHHBIC JIEHBI'Y - 3TO OYEHb YAOOHBIN CIIOCO0 TIaTeKeH, OJTHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIEC XOTST MOJYYUTh 3TH JICHBIH.

aﬂeKTpOHHLIe JCHBI'M ITOABHUJIMCH COBCEM HCAABHO 1 KMMCHHO HM3-3a 3TOI'O BO
MHOTHUX IrocyaapCTBax A0 CUX IMOP HC ITPOIIHUCAHO IIPO HUX B 3aKOHAX.

B Poccun e o QyHKITMOHUPYIOT U 0 HUX YK€ MPOMHCAHO B 3aKOHE, TJIE UX
pa3IeNIIOT Ha HECKOJIBKO BUJIOB - aHOHUMHBIC U HE aHOHMMHBIC. PasHuIia B ToM,
YTO aHOHUMHBIC - 3TO T€, B KOTOPHIX pa3periacTcsi IPOBOIUTH Olepalnuu 0e3
UJACHTU(UKAIINY TT0JI30BaTeNIs, @ B HCAHOHUMHBIX UACHTU(UKAIIHS ITOJIb30BaTEIIs
SIBIISIETCS 00s3aTEIHHOM.



Takoke ciaenyeT pa3inuyarh 3JIEKTPOHHbIE (PUATHBIE IEHBIU (PABHBI
TrOCYJapCTBEHHBIM BATIOTaM) M 3JICKTPOHHBIC He(DUATHBIE ACHBIH (HE PABHBI
rOoCyapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€30MacHOM pa60Te C JICKTPOHHBIMU ICHbBI'aMU:

1. [IpuBsixu K cueTy MOOMJIBHBIN TenedoH. ITo caMblid yIOOHBIN U OBICTPHIi
crioco0 BOCCTAaHOBUTH JOCTYTI K cueTy. [IpuBsi3anHbIi TeneoH MOMOXKET, ecliu
3a0yJIelh CBOU TUIATEKHBINA ApOJIb UIIH 3aiiIeb Ha CAT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonp3yit ogHOpa3oBeie napoiu. [locne nmepexona Ha yCHIEHHYIO
aBTOpU3ALMIO T€OE yKe HE OYJET yrpoKaTh ONACHOCTh KPAKU MJIU IIEpEeXBaTa
MJIATEXKHOTO MapPOJIs;

3. BriGepu cnoxHbIN napois. [IpecTynHukam OyneT He MPOCTO yrajaaTh CIOMKHBIN
napodib. Hagexxnple naposu - 3T0 napoiu, KOTOPbIEe COIEpkKAT HE MEHEE 8 3HAKOB
Y BKJIIOYAIOT B C€0sI CTPOYHBIE U IIPOIMUCHBIE OYKBBI, HU(PBI U HECKOJIBKO
CHUMBOJIOB, TaKH€ KakK 3HaK J0ju1apa, pyHTa, BOCKJIMIATENIbHbIN 3HAK U T.II.
Hampumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE JTOBEPSIEIIb.
DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS MOYTA - 3TO TEXHOJOTHS U MPEIOCTABIIEMBIE €10 YCIYTH 10
MEePEChUIKE U MOJTYUYCHHIO AJIEKTPOHHBIX COOOIICHUM, KOTOPBIE paclpeestoTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO 3JIEKTPOHHBIM MOYTOBBIN SIIUK BBITJISIAT
CIICAYIOIIMM 00pa30oM: UM TOJIb30BaTEIA(@UMS_oMeHa. Takke KpoMme Tiepeadn
MPOCTOT0 TEKCTa, UMEETCS BO3MOKHOCTh TIepeiaBaTh (hauibl.

OCHOBHBIE COBETHI 10 OE30IMACHOM pabOTe C IEKTPOHHOM MOUTOM:

1. Hago BeIOpaTh MpaBUIIbHBIN MTOYTOBBIN CEpBUC. B MHTEpHETE €CTh OIrPOMHBII
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIy4IlIe JOBEPSITH TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He yka3biBail B IMUHOM NouTe JIMUHYIO HH(popMmanuto. Hanpumep, mydine
BbIOpaTh "My3bIKadbHBIN (panaT@" unum "poxk2013" Bmecto "Ttemal3";

3. Mcnonp3yil ABYXATAHYKO aBTOPU3AIMIO. ITO KOT1a HOMUMO MapoJid HY>KHO
BBOAUTH KOJ, MPUChUIaeMbId 0 SMS;



4. BeiOepu COXKHBIN Maposib. st KaXA0ro MOYTOBOIO AIIMKA JIOJKEH ObITh CBOM
HAJICKHbIM, YCTOMYHUBBINA K B3JIOMY T1apOJIb;

5. Eciu ecTh BO3MOYKHOCTh HAIMCATh CAMOMY CBOM JINUHBIA BOIIPOC, UCITOJIb3YH
3Ty BO3MOXKHOCTb;

6. Mcrnonp3yil HECKOIBKO MOYTOBBIX SIIIUKOB. [IepBBIil 151 4aCTHOW MEPENUCKH C
aapecaTaMu, KOTOPBIM Tbl

JI0BEpsiellb. DTO JEKTPOHHBIN aJpec He HAa/l0 UCIIONB30BaTh MIPU PETUCTPAIMU Ha
dopymax u caifrax;

7. He oTkpeiBail (aiiel 1 Apyrue BIOKEHUS B MMUCbMAX, 1aXe €CJIU OHU IPULIUIHA
OT TBOMX Jipy3ei. Jlydllle yTouHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (haisbl;

8. Ilocne okoH4yaHus pabOTHI HA TOYTOBOM CEPBUCE NEPE]] 3aKPHITUEM BKIIAJIKU C
caiiToM He 3a0yJp HaXaTh Ha "BeiidTu".

KubepOyaiimHr uiam BUPTYyaJbHOE U3/1€BATEILCTBO

KubepOymuHr - nmpeciaegoBaHrue COOOIIEHUSIMU, COAEPKAIIMMU OCKOPOJICHHUS,
arpecculo, 3alyruBaHNe; XyJIUTaHCTBO; COIIMAIbHOE OOMKOTUPOBAHUE C TIOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpHOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiics B 60ii. JIyuiuii cioco0: MOCOBETOBATHCS KakK ¢e0sl BECTH U, €CIIU
HET TOT0, K KOMY MOXHO OOPaTUThCS, TO BHAYAJIE YCIIOKOUThCS. ECiin Thl HAUHEITh
OTBEYaTh OCKOPOJECHUSIMU Ha OCKOPOJIECHUS, TO TOJIBKO €I11e OOJIBIIE Pa30KIKEITh
KOH(JIUKT;

2. Yupasnsii cBoei kuOeppenyTauuei;

3. AHOHUMHOCTB B ce€TH MHUMas1. CylIeCcTBYIOT CIOCOOBI BBIAICHUTh, KTO CTOMUT 32
AHOHUMHBIM AKKAYHTOM;

4. He ctouT BecTu XyJIUTraHCKUKA 00pa3 BUPTyanbHOU Ku3HU. UHTEpHET
(buKCUpYyeT BCE TBOM ICUCTBUS M COXPAHSIET UX. Y IAJIUTh UX OyAeT KpailHe
3aTPYyIHUTEIIBHO;

5. Cobmrof1alt CBOIO BUPTYaJIbHYIO YE€CTh CMOJIONY;

6. UrHopupyit enMHUYHBIN HeTaThB. OIHOPA30BbIe OCKOPOUTEIBHBIE COOOIICHHUS
Jydiiie uirHopupoBath. OOBIYHO arpeccus MpeKpanaeTcs Ha HadaabHOM CTaluu;



7. ban arpeccopa. B mporpammax oOMeHa MIrHOBEHHBIMH COOOIIEHUSIMHU, B
COIIMAIBHBIX CETSIX €CTh BOBMOXKHOCTh OJIOKMPOBKHU OTIPABKU COOOIIECHUN C
OTIpEJICIICHHBIX a/IPECOB;

8. Ecnu TbI cBUAETENH KNOSPOYIUIMHTa. TBOM IEUCTBUS: BHICTYITUTh MPOTHB
IpeciieIoBaTeNs, I0Ka3aTh EMY, YTO €ro JIEUCTBUS OLICHUBAIOTCSI HETaTUBHO,
NOJJIEPKATh JKEPTBY, KOTOPOU HyKHA IICUXOJIOTHYECKas IOMOIIb, COOOIIUTh
B3pOCIBIM O (haKTe arpecCUBHOIO MIOBEJECHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpeMeHHbIe cMapT(OHBI U TUTAHIIETHI COACPIKAT B ce0e BITOJIHE B3POCIBINA
(GyHKIIMOHAM, U TENEPh OHU MOTYT KOHKYPUPOBATh CO CTAIIMOHAPHBIMU
KoMmmbioTepamu. OgHaKO, CPEACTB 3aIIUTHI JJIs1 TOAOOHBIX YCTPOUCTB MOKA OYCHB
MaJio. TecTupoBaHME M MTOMCK YSA3BUMOCTEH B HUX MTPOUCXOJUT HE TaK
MHTEHCUBHO, Kak jis [1K, To ke camoe kacaeTcsi U MOOMIIBHBIX MPUITOKEHUH.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH JTIOTHATIN HACTOJIHHBIC
aHaJIOTH, OJTHAKO paciiMpeHue GyHKIHOHAIA BIEUET 32 CO00 OOJIBIITYIO
CJIO’)KHOCTh U MEHBIITYIO 3aIUIIIEHHOCTb.

Jlasieko He BCe MPOU3BOIUTENH BBIITYCKAlOT OOHOBIICHUS, 3aKPBIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIjIs1 O€30MTaCHOCTH MOOUIILHOTO TelieoHa:

Huuero He siBnsieTcs mo-HacTosAIEeMy OecIlaTHBIM. byib OCTOpOXkKeH, Beb KOraa
Tebe npeaararoT OeCIIaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHE-TO
IIJIATHBIE YCIIYTH;

Hymaii, npexzae yeM oTapaBuTb SMS, ¢hoTo unu Buaeo. Thl TOUHO 3HAEIIb, e
OHM OyAyT B KOHEYHOM UTOTE?

Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapThoHa;
Hcrnonp3yit aHTUBUPYCHBIE TIPOTPAMMBI JJISI MOOMIIBHBIX TEJIE(POHOB;

He 3arpysxaii prI0’)KEHUST OT HEU3BECTHOTO HCTOYHHKA, BEJIb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00CCIICUCHUE;

[Tocie Toro Kak Thl BEIWACIIH C CaliTa, T/Ie BBOJWI JINYHYIO MH(GOPMAITUIO, 3aii11 B
HACTPOWKH Opay3epa u yaanu cookies;

[Teproaudecku MpoBepsii, KaKKe TUTATHBIC YCIIYTH aKTHBHPOBAHBI HA TBOEM
HOMEPE;



I[aBaﬁ CBOM HOMCD MOOMILHOTO TCJIC(bOHa TOJIBKO JIIOAAM, KOTOPLBIX ThI 3HACIIb U
KOMY HOBCPACIID,

Bluetooth moimken ObITH BBIKITIOUEH, KOTIa Thl UM HE TOJIb3yelbes. He 3a0biBaii
HWHOT/Ia POBEPATH 3TO.

Online urpsi

COBpeMeHHBIe OHHaﬁH-HFpLI - 9TO KPaCOYHBIC, 3aXBATBIBAIOIINC PA3BJICUCHUA,
06’bCILHHHIOHII/I€ COTHH TBICAY YCJIOBCK I10 BCCMY MHPY. HFpOKI/I HCCIICAYIOT
I[ElHHLIﬁ UM MHUD, O6HI8,I-0TC$I ApYT € APYTOM, BBIIIOJHAIOT 3aJJaHUs, CPAKAIOTCA C
MOHCTpPAaMM U IMOJYHArOT OIIBIT. 3a YAOBOJIbCTBUC OHHU IIATAT: IMOKYIIAKOT AHCK,
OIIJIAYMBAIOT A0OHEMEHT WJIN HpI/IO6p€TaI-OT KaKHUC-TO OIIIIHH.

Bce atu cpencTBa uayT Ha MOAAEPKaHUE U PA3BUTHE UTPBI, @ TAKXKE HA CAMY
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMBI aBTOPU3ALMH, BBIITYCKAIOTCS HOBBIE
naTuu (IUQPpPOBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B no106HBIX UTpax CTOUT OIACaThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kHd TBOETO MapoJis, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIlUU OOJIBIIIMHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30MaCHOCTH TBOET'O HUI'POBOI'0 aKKAayHTa:

1. Ecniu npyroit urpok BeaeT cedsl MI0X0 WU CO3/aeT Te0e HEMPUIATHOCTH,
3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. Toxany¥icsa aiMUHUCTPATOPAM UTPHI Ha TJI0X0E MOBEICHUE 3TOI0 UTPOKA,
YKEJATEIbHO MPUJIOKUTh KAKHE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yxa3bIBail TnuHy0 HHGOpMaLMIO B Ipodaiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuuanbHble IaTYM U MOJIbI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE apOJIH;

7. Jlaxke BO Bpemsl UT'Pbl HE CTOUT OTKJII0YATh aHTUBUPYC. I10Ka ThI urpaemb, TBON
KOMIIBIOTEpP MOT'YT 3apa3uTh.

OUImUHT 1IN Kpaxa JIMYHBbIX JaHHbIX

OOBIYHOM KpaXKkel IeHEeT W JOKYMEHTOB CETOHS YK€ HUKOTO HE YAUBUIIH, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUHN 3JI0YMBIILJICHHUKU TE€PEMECTHUINCH B UHTEPHET,
1 TIPOJIOKAIOT 3aHUMATHCS " TFOOMMBIM'" ICIIOM.



Tak nmosiBUJIaCh HOBasl yrpo3a: MHTEPHET-MOILLIEHHUYECTBA WM (PUILMHT, TJIaBHAS
eJIb KOTOPOTO COCTOUT B TOJyYE€HUN KOHPHUICHIIUATBHBIX JTaHHBIX
MOJIb30BaTENEH - JIOTHHOB U mapoJieil. Ha anrnuiickom si3pike phishing untaercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OcHOBHBIE COBETHI IO 00PHOE € (GUITUHTOM:

1. Cnienu 3a cBouM akkayHTOM. Eciu ThI TO103peBaeliib, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HE00X0AUMO 3a0JI0KUPOBATh €€ U COOOIUTH aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Ucnionw3yit 6e30macHbIe B€O-CaliThI, B TOM YUCJIC, UHTEPHET-Mara3nHoB U
ITIOMCKOBBIX CHCTEM;

3. Hcnosnb3yii cli0XKHbBIE U pa3Hble apoyiu. TakuM o0pa3oM, eciiu TeOs B3JI0MaloT,
TO 3JIOYMBIIIJICHHUKY MOTy4YaT JOCTYH TOJbKO K OJTHOMY TBOEMY NMPODUIIIO B CETH,
a HE KO BCEM;

4. Ecnu Te0s1 B3IOMaIIH, TO HEOOXOUMO MPEIYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE 100aBJICHbI y T€OsI B APY3bSIX, O TOM, YTO T€OS B3JIOMAJIU U, BO3MOXKHO,
OT TBOETO UMEHHU OYJET pacchlaThCsl ClIaM U CChUIKM Ha (PUILMHTOBHIE CANUTHI,

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN TEne(OH;
6. OTKIIIOUM COXpaHEHHUe MapoJisi B Opaysepe;

7. He oTkpbIBail (aityibl U Apyrue BIOKEHUS B TUChMAX, J1a)Ke €CJIM OHU TTPUIILTN
OT TBOMX Jipy3ei. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (hailsibl.

Hudposas penyrauus

[Mudposast penyTranus - 3T0 HEraTUBHAs UM MO3UTHUBHAS HH(OPMALIUS B CETH O
tebe. Komnpomerupyromias nHpopmarlys, pa3MeleHHasi B UHTEPHETE, MOYKET
CEphE3HBIM 00pPa30M OTPa3UThCs HA TBOEH peanbHOM xu3HU. "[{udpoBas
penyTanus" - 3TO TBOM UMUK, KOTOPbIX (hopMupyeTcs U3 nHpopmanuu o Tede B
WUHTEPHETE.

TBOE MECTO KUTEIBCTBA, yueObl, TBOE (PMHAHCOBOE TOJIOKEHHUE, 0COOCHHOCTH
XapakTepa U paccKasbl 0 OJIM3KHX - BCE 3TO HAKAILJIMBACTCS B CCTH.

MHorue noApOoCTKH JIETKOMBICJICHHO OTHOCSITCS K IMyOJIMKALIUY JTMYHOM
uHpopmanuu B UHTEpHETE, HE MOHUMAsi BOBMOXKHBIX MOCHENCTBUMA. Thl naxe He
CMOXeEITb JOTaaThcsi 0 TOM, 4To GoTorpadus, pa3MelieHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA paldoTy.



KommenTtapuu, pazmenienue TBoux ororpaduid u Apyrue 1elCTBUs MOTYT HE
MCYE3HYTh AK€ MOCIIE TOTO, KaK Thl X YAAJIHIIb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty uHGOpMaIIUIO, TI0Taja JIU OHA B TOUCKOBBIE CHCTEMBI U COXpPaHHIIACh JIU OHA, a
[JIABHOE: YTO MOAYMAIOT O T€0€ OKPYXKAIOIIKE JTHOU, KOTOPhIE HAUIYT U YBUIAT
sT0. Halitu nudopmaiuio MHOTO JIET CIIYCTS CMOXKET JIF0OOH - Kak U3 J0OPBIX
noOyXIeHUH, TaK U C HAMEPEHUEM MIPUYUHUTH BpPe. DTO MOXKET OBITh KTO

YTOJIHO.
OcHOBHBIE COBETHI N0 3aIUTe HUPPOBOH penyTANMH:

1. Ilogymaii, mpexie 4eM 4To-To IMyOJIMKOBATh U MEPEIaBaTh y ceOs B OJI0Te Ui B
COIIMAJIbHOM CETH;

2. B nHacTpoiikax npouiig yCTaHOBU OTPaHUYEHHS HA IPOCMOTP TBOETO MPOPHIIL
U €ro COIAEPKUMOTO, CAETIal ero TOIbKO "W 1py3en”;

3. He pa3Memaii u He yka3biBail HH(OPMAIUIO, KOTOPAst MOKET KOT0-1100
OCKOPOJIATH WJIH OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHBIE MKOJLHUKH - aKTUBHBIC TIOJIH30BATENHN ITU(POBOTO TMPOCTPAHCTRA.
OpHako maneKko He BCE 3HAIOT, UTO MOJ30BaHNE MHOTUMHU BO3MOYKHOCTSIMHU
rdpoBoro mupa TpedyeT CoOMI0ICHUSI PAB HA UHTEIJIEKTYaJbHYIO
COOCTBEHHOCT.

TepMmuH "HHTEIEKTyalIbHAsE COOCTBEHHOCTh'" OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSIM
YEJI0BEYECKOro0 yMa, HaulHasi C HOBBIX M300pETEHUI U 3HAKOB, 0003HAYAOLIUX
COOCTBEHHOCTb Ha MIPOJIYKTHI M YCIYTH, M 3aKaHUMUBAsi KHUTaMU, (OTOrpadusimMu,
KMHO(DHIBMAMH ¥ MY3bIKaJIbHBIMUA TPOU3BEICHUSMH.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATYPbl U HCKyCCTBA. ABTOPCKHE MpaBa BbICTYNAIOT B
KaueCTBE rapaHTHH TOTO, YTO UHTEIIEKTYaJIbHbIN/TBOPUECKUM TPY T

aBTOpa HE OyJIeT HAMIPACHBIM, JJACT €MY CIIPaBEIJINBLIE BO3MOXKHOCTH 3apaboTaTh
Ha pe3yJibTaTax CBOETO TPy/a, MOJIYyYUTh U3BECTHOCTH U Mpu3Hanue. Hukro 6e3
pa3penIeHns aBTOpPa HE MOXKET BOCHPOU3BOAUTH €r0 IPOU3BEICHHUE,
pacnpocTpaHsTh, MyOJIMYHO IEMOHCTPUPOBATH, MPOAABAThH, UMIIOPTUPOBATH,
MyCKaTh B MIPOKAT, MyOJMYHO UCTIOIHATH, MTOKA3bIBATH/UCIIOIHATH B dUpe WU
pasMmewars B IHTEpHETE.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOTO 00ecrieyeHus MOKET MPUBECTH K
MHOTHM pUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKHMPOBKH TBOETO



YCTPOUCTBA, I'/I€ YCTAaHOBJICHA HeJleTallbHas porpamMma. He crout taxxe
3a0bIBaTh, YTO CYIIECTBYIOT JIETAJIbHbIE U OECIUIATHBIE NIPOIPAMMBI, KOTOPBIE
MOYXHO HalTHU B CETH.

O noprane

CeteBUUOK.p( - TBO II1aBHBII COBETUHK B CETH. 37€Ch Thl MOXKEIIIb Y3HATH O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIIHBIM SI3bIKOM, a TP BO3HUKHOBEHUU
KPUTUYECKON CUTYallMH OOPATUTHCS 32 COBETOM. A TaK)K€ MIPUHATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



