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Nucrpyxknmst
10 OPraHH3aANHH AHTHBHPYCHOM 321N THI
KOMNBIOTEPHOH TEXHHKH MIKOJIbI

1. OOmme moJrokeHust

1.1. Llenbio co31aHMs CHCTEMBI aHTHBHPYCHOM 3aIIUTHI SABJISIETCS 00ECIIeUeHHE 3alHINEHHOCTH
HH(OPMALHOHHO-KOMMYHHKAIIHOHHOMH cHcTeMbl (nastee MKC) oT BO3MEHCTBHS pPasiHuHOro
pola BPENOHOCHBIX TNPOrPaMM M HECAHKIIMOHHPOBAHHBIX MACCOBBIX IIOYTOBBIX PACCBUIOK,
NPEOTBPAIICHUSA MX BHEAPEHHS B MH(OPMAIIMOHHBIE CHCTEMBI, BBIIBJICHHS H OE30MACHOTO
YIAJICHHS U3 CUCTEM B Clly4ae MOIajiaHus, a Taioke GHILTpaluy A0CTyma mojs3osareiei OV k
HENIPOIYKTHBHBIM MIHTEPHET-pecypcaM H KOHTPOJIS MX 3JIEKTPOHHOM MEPENHCKH.

1.2. OcxoBomnonaratomuMy TpeGOBaHUSIMHU K CHCTEME aHTHBHPYCHO# 3arquTsl OV sBistoTes:

- PeLICHHE 3a/Ja41 aHTHBHPYCHOM 3alIMThI JOJDKHO OCYINECTBIATHCS B 0OIIEM BHJIE,

- CPEJICTBO 3allUTEl HE JIOJDKHO OKa3bIBATh NPOTHBOJACHCTBHE KOHKPETHOMY BHPYCY MIIM IPYIIIE
BHPYCOB, IIPOTHBOACHCTBHE JIOJDKHO OKA3bIBATHCS B NMPEAIIOJIOKEHHIX, YTO BHPYC MOXKET OBITH
3aHECEH Ha KOMIBIOTEP M O BHPYCE (O €ro CTPYKTYpE (B YACTHOCTH, CHIHATYPE) H BOIMOMKHEIX
JICHCTBHSIX ) HHYETO HE H3BECTHO,

- PELICHHE 33/1a4H aHTHBHPYCHOM 3alIMTHI IOJDKHO OCYIIECTRISTHCS B PEAIbHOM BPEMEHH.

1.3. MeponpusTHs, HalpaBJIeHHbIE Ha PEIIEHHE 3313 110 AHTHUBUPYCHOH 3aIHTE:

- YCTaHOBKAa TOJIBKO JIHIICH3HPOBAHHOTO IPOrpaMMHOro obecrnedyeHus aubo GecruiarHoe
AHTHBHPYCHOE IIPOrpaMMHOE 00eceueHne;

- peryjispHoe OOHOBICHHE H €XEIHEBHbC NPOQUIAKTHYECKHE IIPOBEPKH (HKENATENBHO B
Hepabouee HOYHOE BpeMsi);

- HENPEPBIBHBIA KOHTPOJIb HaJl BCEMH BO3MOXHBIMH IIyTSIMH TIPOHHKHOBEHHS BPEIOHOCHBIX
NpOrpamMM, MOHHTOPHHI aHTHBHPYCHOH Oe30macHOCTH ¥ OOHAapyKeHHE IeCTPYKTHBHOMN
AKTHBHOCTH BPEJIOHOCHBIX IIpOrpamMmM Ha Bcex obnekrax MKC;

- dHalM3, DPAaH)XXHPOBAHME W TIIPEAOTBPAIlEHHE YIrpoO3 paclIpOCTPAHEHHMs M  BO3JCHCTBHS
BPETOHOCHBIX ~IIPOTPaMM  IIYyTE€M  BBIABJIEHHS YSI3BHMOCTEH wHcmomssyeMoro B WKC
OIIEPAIOHHOTO  TIPOrPAMMHOIO  OGECIIEYEHHs] M CETeBEIX YCTPOHCTB U yCTpaHEeHHUs
o0HapyKeHHBIX JIe(EeKTOB B COOTBETCTBHH C JAHHBIMH IOCTaBIIHKA IPOrpaMMHOTO
obecredeHus M IPYTUX CENHANTH3HPOBAHHBIX OKCIIEPTHBIX AHTHBHPYCHBIX CIIYXKO;

- TPOBEJICHHE NPOQHIAKTUYECKHX MEPONPHITHH 10 [PEAOTBPAIEHHIO H OrPAHHYCHHIO
BHDYCHBIX OJNHACMHH, BKIIOYAIOMMX 3arpy3Ky H Pa3BEPTHIBAHHE CHENHANBHBIX IPABHIL
HeHTpanusaiyy (OTPaKEHHIO, H3OJSIME H JIHKBA/IAIMH) BPEJOHOCHBIX IPOrPaMM HA OCHOBE
PEKOMEH/IAllMA 110 KOHTPONIO aTak, IIOATOTAaBIMBAEMBIX pa3pabOTUMKOM CPENCTB 3aI(UTHI OT
BPCAOHOCHBIX MPOTPAMM M JPYTHMH CIEIHATM3HPOBAHHBIMU 3KCIIEPTHBIMH AHTHBHPYCHBIMH
cryxbamMu /10 TOro, Kak Oy/yT BEITYIIEHB! (aiilbl HCHIPABJICHUH, IPU3HAKOB H AHTHBHPYCHBIX
CHIHATYD;

- IPOBC/ICHUE PETYJIIPHBIX NPOBEPOK IETOCTHOCTH KPUTHYECKH BaXHBIX IIPOIPAMM H JJAHHBIX;

- BHCIIHHE HOCHTENH HH(pOPMAIMH HEH3BECTHOTO MPOHCXONKIEHHS CIETYeT MPOBEPSTh Ha
HAJIAYHE BUPYCOB JIO0 UX HCIIOJIb30BAHUS;

- HEOOXOIMMO CTPOTO IPHJIEPKUBATECS YCTAHOB/ICHHBIX IIPOLIEYP 10 YBEIOMICHHIO O CIydasnx
NOPaXKCHHs ABTOMATH3MPOBAHHOH HH(POPMAIMOHHON CpEbl KOMIBIOTEPHEIMM BHPYCAMH U
TPHHATHIO MEP 10 JIMKBHIAIHH TIOCNIEICTBHH OT HX NPOHUKHOBCHHUS.



TexHo0rHYeCKHEe HHCTPYKITHH

1.1. B OV pykoBoaurTeneM JIOJKHO ObITh HAa3HAYEHO JIMIO, OTBETCTBEHHOE 3a aHTHBHPYCHYIO
3AIMTY, B JOJDKHOCTHBIE HHCTPYKIMH Ui KOTOPOTO JOJDKHBI OBITH INPOMHCAHELI MOPSIOK
NeHCTBUSA B TIEPHOL BUPYCHBIX DITHAEMHUI, TOPSAJIOK JIEHCTBUH IIPH BO3HMKHOBEHHUH BHEIITATHBIX
CHTyallUi, CBA3aHHBIX € paboTOCHOCOOHOCTBHIO CPEACTB AHTHBUPYCHOH 3alMTHI, IOPSIOK
AeHCTBUH  JuIs  yCTpaHEHMs INOCHEJNCTBHE 3apaxkeHWd. B  npoTHBHOM ciydvae, Bed
OTBETCTBEHHOCTH 3a OOCCIICUCHHME AaHTUBUPYCHOM 3allMTHI JIOKHUTCS HA PYKOBOIUTENS
YupexxaeHus.

1.2. B OV MoOXeT HCIONB30BaThCS TOJNBKO JIHMIEH3MOHHOE AHTUBHPYCHOE MpPOrpaMMHOE
obecnieyenue MO0 CBOOOIHO-PACIIPOCTPAHSEMOE IIPOrPaMMHOE 00ecIeueHHE.

1.3. OGs3arelbHOMY aHTHBHPYCHOMY KOHTPOJIIO MOUIEXHT robas uHpOpMamms (TEeKCTOBBIE
Gaiiel moOBIX (opmaroB, (ailyibl JaHHBIX, HCNONHAeMble (alabl, MOYTOBEIE COOOINEHH),
nojgy4aeMas M IepejlaBaeMas 110 TEJIEKOMMYHHKAl[HOHHBIM KaHajgaM CBf3H, a TaKike
HHdOpMaIHs, HAXOAIIAsCcd Ha CheMHBIX HOCHTENSX (MarHUTHBIX AuCKax, JeHrax, CD-ROM,
DVD, flash-nakonurensix u 1.11.). KoHTpons ucxopsuiei uapopMaiuu HeoOX0HMO IPOBOIHTE
HEMOCPEICTBEHHO I€PE]] ApXUBHPOBAHHEM M OTIIPABKOM (3alIHMCHIO HA CHEMHBIH HOCHTEIE).

1.4, @ailbl, noMmemaemele B JJIEKTPOHHBIH apXHMB, JODKHBEI B 00A3aTEIBHOM IOPAIKE
IPOXO/JUTH AHTHBUPYCHBIN KOHTPOJI,

2. TpeGoBanus K NPOBEICHHUI0 MEPONIPHATHH M0 AHTHBHPYCHOM 3a1HTe

2.1. B navane paboThl IpH 3arpy3Ke KOMIIBIOTEpA B ABTOMATHUECKOM DPEXKHME IOJDKHO
BBITIOJTHATECSH OOHOBJIIEHHE aHTHBUPYCHBIX 0a3 U cepBEpOB.

2.2. Ileppoinyeckre NPOBEPKH 3JIEKTPOHHBIX aPXHBOB JO/DKHBEI IIPOBOJUTHECS HE PEKE OJHOTO
pasa B HEJIENIO, JaHHbIE, PACIIOJIOKEHHBIE Ha Pa00YHX CTAHIHAX IT0JIB30BATENEH — EXEJHEBHO, B
HOYHOE BpeMs [10 pacIIHCaHHUIO.

2.3. BHeouepenHOH aHTHBHPYCHBIH KOHTPOJIb BCEX JHMCKOB H (aifJioB IEPCOHATLHOTO
KOMIIBIOTEPA JIOJDKEH BBIIIOJIHATHCS:

2.3.1. HenocpencTBeHHO II0Ci€ YCTAHOBKH (M3MEHEHHS) IIPOTrPaMMHOIO OOecreueHHs
KOMIIBIOTEPA JIOJDKHA OBITH BBHINOJIHEHA aHTHBHPYCHAS IIPOBEPKa HA CEPBEPAX M IEPCOHAIBHBIX
KOMIIBIOTEpaX YUpexKICHHS.

2.3.2. Tlpu BO3HMKHOBEHHMH IOJO3PEHHS HA HATWYHC KOMIIBLIOTEPHOrO BHpYca (HETHIIHYHAS
paboTa mporpamM, HosBileHHE rpaudecKux M 3BYKOBBIX 3((EKTOB, HCKaKEHHH aHHBIX,
nponafanue (aiaoB, 4acToe MOABJICHHE COOOLIEHHH 0 CHCTEMHBIX OIIHOKAX H T.IL.).

2.3.3. Ilpu oTnpaske M NOJyYEHUH DIIEKTPOHHOM IOYTEI OIIEpaTop JIEKTPOHHOM MOYTHI 00s3aH
IIPOBEPUTH DJIEKTPOHHBIE MUChMA M HX BIIOJKCHHS HA HATMYHE BUPYCOB.

2.4. B cinyyae oOHapyXeHHs 3apaXEHHBIX BHpycaMH (ailJIoOB HJIM SIEKTPOHHBIX MHCEM
0JIL30BATENH 0053aHBbI:

2.4.1. IlpuocranoBuTh paboty.

2.4.2. HeMe/uleHHO TIOCTaBHTh B H3BECTHOCTH O (hakTe OOHAPYKEHHS 3apPaKEHHBIX BHPYCOM
(aity1oB OTBETCTBEHHOTO 3a OOecCIIeUeHHEe AHTHBHPYCHOM 3aINUTHI (B CIIyYae €ro OTCYTCTBHS —
aupekTopa) OV.

2.43. CoBMeCTHO C BIAJENbLEM 3apaXeHHBIX BHPYCOM (aiiJloB NPOBECTH AHAJH3
HE0OXOMMOCTH JalIbHEHIIIEr0 HX UCIIOJIb30BaAHHSI.

2.4.4. IlpoBecTH JICUCHHUE HIIM YHHUYTOKEHHE 3aPaXKEHHBIX (haiijioB.

3. OTrBeTCTBEHHOCTD

3.1. OTBETCTBEHHOCTH 3a OPraHU3ALMIO AHTHBHPYCHOM 3aIUTHI BO3JIAraeTcsi Ha PyKOBOIHTENS
OV wm muio, M Ha3HAYEeHHOE.



o T 1

32 OrtsercTBeHHOCTh 3a [MPOBEICHHE MEPOIPHATHH AaHTUBHPYCHOTO KoHTpons B OV
soamaraeTcs Ha OTBETCTBEHHOTO 3a oOOECIeyeHWe AHTHUBHUPYCHOM 3amuTHI, COOMIOAEHHE
Tpefosannii HacTosmed MHCTpyKiH mpH paGoTe Ha NEPCOHANBHBIX pPabouMX CTaHIMUSX
SoamaracTCs Ha N0Jb30BaTelNedl J@HHBIX CTaHIMH WM Tefjarora, OTBEYAIOIIEro 3a pabory
EDMITEIOTEPHOTO KJ1acca.

33 llepmoamueckuil KOHTPOJIb 3@ COCTOSHHEM aHTHBHPYCHOH 3amuThl B OY ocymecTBiseTCs

DYVEOBOIMTENCM HITH CIICHHATIMCTOM HM Ha3HA4YCHHBIM.



